Blockchain technology allows a secure, unforgeable public record of
transactions, financial or otherwise1,2. It is useful in situations in which
parties want records kept that all parties can access, authorized parties
can add to, but no party can change, once written. Currently, such
records are maintained by trusted third parties, such as banks or
brokers, which is expensive, costing as much as 5% per transaction3.
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Cryptocurrency
The only current application of blockchains is in cryptocurrencies4,5.
There are over 1000 cryptocurrencies, such as Bitcoin and Ethereum,
with a total value recently varying between 300 and 800 billion dollars6.
• Cryptocurrencies, such as Bitcoin, allow participants to securely
transfer tokens, i.e. bitcoins, in return for goods or services.
• The key to cryptocurrencies is that recording transactions uses a lot
of computer power. Thus, the entire network must collaborate to
maintain the system. Computers that contribute are rewarded
with new bitcoins and are known as “bitcoin miners”7.
• Thus, the value of bitcoins (in the absence of speculation) is set by
the expense of the computer power required to make new ones.
• Stealing from the network requires 51% of the network computing
power, costing more than the bitcoins that could be stolen8.
• Cryptocurrencies are designed to allow for maintenance and secure
exchange of currency without the need for a central bank9.
• Cryptocurrencies promise to greatly reduce the cost of financial
transactions, especially between parties in different countries10.
Digital Identity, Digital Rights and Provenance Management
Blockchains could securely record the ownership, and thus
provenance, of any item, physical or electronic11,12. Proposed, although
as-of-yet-unrealized, applications include:
• Supply Chain Management: The history of items in a supply chain
could be securely recorded and shared amongst many companies13.
• Digital Identity: Ownership of any item–a house, song, college
transcript, health record or passport–could be publicly recorded14.
• Digital IP: Such a record could be used to pay royalties for online use15.
• Voting: Votes could be securely recorded on a blockchain16.
Self-Executing Contracts17
• A major innovation in the Ethereum blockchain is to embed
algorithms in each block18, which are executed on the network,
allowing transaction in ether (the Ethereum token), such as:
o Automatically making bond, loan, or mortgage payments.
o Automatically executing stock trades or insurance payouts.
Although there are many avenues for application of blockchain
technology, there are also risks and downsides. Chief among them are
the lack of regulation and consumer protections typical of the SECregulated stock market and the different incentives for cooperation in
non-financial blockchains.
See the Risks and Downsides of
Blockchain Technology FACTSheet for details19.
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