Blockchain technology allows a secure, unforgeable public record of
transactions, financial (i.e. Bitcoin) or otherwise (i.e. land titles)1,2,3. It is
useful when parties want records that all parties can access, but that
no party can change without authorization. However, blockchain
technology poses a number of risks and downsides.
Speculation and Price Volatility in Cryptocurrencies
• A majority of bitcoins are used for speculation, not to buy goods,
leading to price volatility characteristic of high-risk commodities4.
o Such volatility undermines Bitcoin's use as a currency.
Human Error
• Blockchain applications are vulnerable to errors in the code that
implements them, fraudulent use, and theft of passwords5,6.
o The open-access nature of blockchain networks makes it hard
for malicious code to be inserted, but it does not prevent
exploitation of bugs or attacks targeting individuals.
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Lack of Regulation of Cryptocurrency Transactions and Infrastructure
• Lack of consumer protection exposes individuals to fraud risk.
o Bitcoin transfers are irrevocable, with no dispute resolution.
• Lack of financial oversight exposes institutions to bankruptcy risk.
Facilitation of Criminal Activity
• The lack of government oversight facilitates criminal transactions15.
• Black-market sites can move bitcoin across borders15.
• Nonetheless, many cryptocurrency crimes are solved16.
Uncertain Delegation of Authority
• For non-financial blockchain applications, it is unclear who delegates
authority to claim ownership of items, such as deeds or votes.
o If this power falls to a government or other trusted third party,
the advantage over a standard secure database is unclear7.
Network Domination
• If more than 50% of a network conspires, it can manipulate blocks to
its advantage (e.g., take back bitcoins it had already spent)17.
o Domination of a financial network, such as Bitcoin, is impractical,
as it would cost more than the bitcoins that could be stolen8,9.
o State-sponsored cryptocurrencies are dominated by the state10.
Lack of Appropriate Incentives for Non-Financial Blockchains
• For cryptocurrencies, network participation is rewarded financially,
so it is more profitable to cooperate than to attack the network9.
o For other applications (such as voting), the value of attacking the
network might be greater than the cost of the attack.
o Having a government provide an indomitable network requires
that it be trusted, undermining the advantage of a blockchain.
Inappropriate Application of Blockchain Technology
• Blockchain technology is an elegant and powerful solution to the
problem of trusted, public record keeping, but it is not magic.
o It provides nothing beyond secure, public record keeping7.
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