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The Concept
• Blockchain is a computer technology that creates a permanent, public
record of every transaction for virtual or real objects1,2, such as:
o Every transaction of a unit of cryptocurrency (e.g., a bitcoin)
o Every step in a supply chain for a product such as a car part.
• As the name implies, each transaction is represented within a block of
information; blocks are chained together to form a complete record.
• A blockchain is a permanent, unforgeable record of an object's history.
o Only the owner of an object can authorize the inclusion of
information in a block that would modify its record.
o Once a block is added, it cannot be changed.
• Blockchains are shared and continuously updated across all of the
computers in a decentralized network, such as the Bitcoin network.
• A potential advantage of blockchains is that their public and tamperevident nature eliminates the need for (and thus the cost and
inefficiency of) a trusted intermediary (such as a bank or a broker)
in commercial transactions.
The Implementation
• Blockchain technology is based on cryptography that allows anyone
to read the blockchain, but only owners of items to authorize the
addition of a block modifying an item's record.
• This type of cryptography (known as “public key systems”) relies on
asymmetric mathematical problems, which are hard to solve, but
easy to verify, once the solution is known3. For instance, it is
hard to determine that the prime factors of 102550703 are 7759
and 13217, but easy to calculate that 7759 x 13217 = 102550703.
• Because it is computationally hard to add a new block to a chain, no
one computer in the network is powerful enough to do it. The
problem must be shared across the entire network. Someone who
tries to add selfish blocks (eg excluding a competitor’s transactions)
will fail, because they will not be able to add blocks as quickly as
the rest of the network, which is cooperating to add valid blocks.
Applications
• Blockchains were developed for the Bitcoin cryptocurrency4,5.
o They record ownership and transfer of bitcoins on the Bitcoin
network without requiring a trusted broker6.
• Blockchains could (although have not yet been implemented to)
track and even facilitate other transactions7, such as:
o Digital identity and intellectual property management
o Digital voting
o Smart contracts that execute without the need of a bank or broker
• See the FACTSheet on the Application of Blockchains8 for details.
Blockchain technology is at a point in its development similar to the
internet in the '80s or mobile devices in the '90s. There is good reason
to predict that blockchain technology will be as disruptive in finance
and commerce as these other technologies have been in
communication, entertainment and commerce9.
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